
FIG. 1 

VCC RST CLK GND VPP 1/0 



CPU 
202 



BUS 
210 



EEPROM 
212 



ROM 
214 



RAM 
2J6 



FIG. 2 




6 



— CD 
ll — CM 



Li- 






ADFAMEX 
AIRLINE 

703(a) 






ADFAMEX 
ISSUER 

ZQ4 






ADF XB00000000 
COMMON 

702 








O 

LU 



win 




V i 
-6- a 



-6- i| - 



<Z rol 
Q_C£< 

fell 




CD 



i 1 



SECURITY 
ENGINE 




1202 




SUPPLEMENTAL 
APPLICATION 




1204 




ROUTEF 






1206 











SECURE 
SUPPORT 
CLIENT 
SERVER 
1104 



FIG. 12 



COMMUNICATION SECURITY CUSTOMER 
SERVER ENGINE DATABASE 



1302 



1304 



ENTERPRISE 

DATA 
COLLECTION 

UNIT 

J108 



FIG. 13 



LOGIC DATA SECURITY UPDATE UPDATE 
ENGINE MANAGEMENT ENGINE ADMINISTRATOR AUDIT 



1402 




1404 




1406 




1408 




1410 



UPDATE 
LOGIC 
SYSTEM 
^1110 



FIG. 14 



OTHER 

(lir) 

SECURITY 
ENGINE 

1508 



UPDATE 
M504J 



AUDIT FILE 



ENTERPRISE 
DATA COLLECTION 
UNIT 
J 112 



1506 



ADMINISTRATIVE 



1512 



PENDING 
M514J 



DATA 
MANAGEMENT 



1516 



FIG. 15 



SECURITY DATA CARD 
ENGINE MANAGEMENT OBJECT ADMINISTRATION AUDIT 



1602 




1604 




TTT6J 


1606 




1608 



CARD OBJECT 
DATABASE UPDATE 
SYSTEM 
J 106 



FIG. 16 



( START ) 



CARDHOLDER CONTACTS ^ 
ENTERPRISE (NON-SMARTCARD) 



TRANSACTION SELECTED ^ 



A 704 



CHANGE STORED IN ENTERPRISE 
DATA SYNCHRONIZATION 
INTERFACES 



,1706 



UPDATE LOGIC SYSTEM 
ROUTES TO ENTERPRISE DATA 
COLLECTION UNITS 



,1708 



SMARTCARD COMMUNICATION 
AUTHENTICATION 



,1710 



PENDING UPDATE SENT TO 
SMARTCARD 



UPDATE LOGIC SYSTEM SENDS 
TO CARD OBJECT DATABASE 
UPDATE SYSTEM 



,1714 



PENDING DATABASE CLEARED 



1716 



( END ) 

FIG. 17 



( START ) 



1807 



SMARTCARD 
COMMUNICATION 
AND AUTHORIZATION 



1802 



1804 



TRANSACTION 
SELECTED 



MESSAGE ROUTED 
FOR VERIFICATION 



isoa , 



DATA STORED AT ENTERPRISE DATA / 
SYNCHRONIZATION INTERFACES 



X 



DATA STORED AT ENTERPRISE 
DATA COLLECTION UNIT 



UPDATE LOGIC SYSTEM ROUTES y- 
TO ENTERPRISE DATA COLLECTION Y 

UNIT(S) AND ENTERPRISE DATA 
SYNCHRONIZATION INTERFACE(S) 



1810 



X 



812 



UPDATE LOGIC SYSTEM ROUTES / ~ 
TO ENTERPRISE DATA COLLECTION Y 

UNIT(S) AND ENTERPRISE DATA 
SYNCHRONIZATION INTERFACE(S) 



1810 



UPDATE REFLECTED 
AT CARD OBJECT 
DATABASE UPDATE 
SYSTEM 



1816 



UPDATE DATABASE 
CLEARED 



818 



( END ) 



FIG. 18 



RECEIVE SMARTCARD 
REQUEST 



SELECT SMARTCARD TYPE 
AND CONFIGURATION 



OBTAIN CARDMEMBER 
INFORMATION 



CREATE CARDMEMBER 
DATA SET 



SEND DATA TO CARD OBJECT 
DATABASE UPDATE SYSTEM 



SEND DATA TO SERVICE 
BUREAU AND COMMON 
CARD SECURITY SERVER 



ACQUIRE KEYS 



ISSUE SMARTCARD 



2002 



2004 



2006 



2008 



2010 



2012 



2014 



FIG. 20 




CM 
CM 

CD 



CONTACT ASR 



2301 



SUBMIT SAMPLE 



, 2303 



ASSOCIATE SAMPLES 



SECONDARY \^ 
VERIFICATION 



2305 



2307 



STORE SAMPLES ]/ 
AND IDENTIFIER 



2309 



FIG. 23 



